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Claims 1-5,7-1 1 ,14-37, and 39-49 are pending. 

1 . Claims 6,12-13,38 are canceled. 

2. The Advisory Action issued on 1 1/28/2005 has been vacated. This Non-Final 
Office Action is response to the Remark After-Final filed 1 1/10/2005. 

Claim Objections 

3. Claim 49 is objected to because of the following informalities: It was unclear that 
claim 49 is independent or dependent claim. Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-5,7-11,14-37,39-49 are rejected under 35 U.S.C. 103 as being 

unpatentable over Balsamo et al [2002/0099806 A1] in view of Bullard et al [Bullard 

6,405,251 B1]. 

4. As per claim 1 , Balsamo discloses A system for actively managing configurable 
components [Balsamo, configurable chains of processing nodes, abstract], comprising: 

a plurality of components, each component storing a configuration comprising a 
set of configuration parameters [Balsamo, each row of configuration file have attribute 
identities sourcefieldID, 0088]; 
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a repository (i.e.: database) that stores information about a configuration policy 
[Balsamo, database with configuration and rules, 0080-0081]; 

a server configured to register each of the dynamic probing operations to identify 
configuration changes made to the configuration of each of the plurality of components 
[Balsamo, Fig1, server 12] and determine whether the configuration changes conform to 
the configuration policy [Balsamo, the rules file defines a mapping, 0066]. 

However Balsamo does not explicitly detail 

"validate identified configuration change against the configuration policy". 

In the same endeavor, Bullard discloses a quality of service process can validate 
performance of service level agreements [Bullard, col 31 lines 32-44] 

Therefore it would have been obvious to an ordinary skill in the art at the time the 
invention was made to incorporate the validate identified configuration change against 
the configuration policy as taught by Bullard in order to determine whether the 
configuration changes conform to the configuration policy. Doing so would provide the 
network administrator managing the network in secure and dynamic process. 

5. As per claim 2, Balsamo-Bullard disclose the configuration policy defines for 
each confirmation parameter of the configuration of each of the plurality of components 
a value range for which the configuration parameter will be successfully validated by the 
server [Balsamo, IP range, 0089; the rules file defines a mapping, 0066]. 
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6. As per claim 3, Balsamo-Bullard disclose responding to an identified confirmation 
change by performing at least one of: 

changing a value of at least one configuration parameter to a default or 
previously validated value [Bullard, configuration updates, col 23 lines 1-20]; 

auditing configuration parameters of the confirmation of at least one of the 
plurality of components [Balsamo, add, remove, 0066]; 

generating an alert regarding the confirmation parameters of the confirmation of 
at least one of the plurality of components [Balsamo, notify, 0057; alarm, 0076]; 

acquiescing to the identified configuration change [Balsamo, delivery to 
subsequent nodes, abstract]. 

7. As per claim 4, Balsamo-Bullard disclose logging data that identifies an identified 
configuration change made to the configuration of the particular component to a log file 
[Balsamo, each row of configuration file have attribute identities sourcefieldID, 0088]. 

8. As per claim 5, Balsamo-Bullard disclose performing an impact analysis on the 
identified configuration changes against the plurality of components [Balsamo, each row 
of configuration file have attribute identities sourcefieldID, 0088]. 

9. As per claim 39, Balsamo-Bullard disclose the information indicates a 
relationship dependency between a first configuration parameter in the configuration of 
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a first component and a second configuration parameter in the configuration of a 
different component [Balsamo, mapping file, 0059]. 

1 0. As per claim 40, Balsamo-Bullard disclose the server validates the configuration, 
for the first component based upon the relationship dependency between the first 
configuration parameter and the second configuration parameter [Bullard, col 31 lines 
32-44]. 

11. As per claim 41 , Balsamo-Bullard disclose the information includes at least one 
document type definition defining a mapping between the configuration of at least two of 
the plurality of individual components [Balsamo, the rules file defines a mapping, 0066]. 

12. As per claim 47, Balsamo-Bullard disclose the relationship dependency 
comprises one of one-way, two-way, cyclic, one-to-many, many-to-one, and many-to- 
many as a design choice. 

1 3. Claims 7-1 1 ,42-46 and 48 contain the similar limitations set forth in claims 1- 
5,39-41 and 47. Thus, claims 7-1 1 ,42-46 and 48 are rejected for the same rationale set 
forth in claims 1-5,39-41 and 47. 



14. As per claim 14, Balsamo-Bullard disclose A system, comprising: 
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a plurality of components wherein each component of the plurality of components 
comprises a client module for accessing configuration parameters of a configuration of 
the component [Balsamo, database with configuration and rules, 0080-0081]; 

a management server which maintains a repository for storing information about 
a configuration policy [Balsamo, Fig1, server 12]; a management console capable of 
accessing the repository wherein the management console comprises: 

at least one service interface for retrieving the configuration of a particular 
component of the plurality of components by communicating with the client module 
associated with the particular component [Bullard, filtering, 0037]; 

a parser for extracting configuration parameters from each retrieved [Bullard, 
filtering, 0037]; 

a validator for validating each extracted configuration parameter against the 
configuration policy [Bullard, col 31 lines 32-44]. 

1 5. As per claim 1 5 Balsamo-Bullard disclose at least one adapter for accessing 
component-specific configuration parameters of the configuration of at least one of the 
plurality of components [Balsamo, each row of configuration file have attribute identities 
sourcefieldID, 0088]. 

16. As per claim 16, Balsamo-Bullard disclose at least one component-specific 
adapter for dynamically probing the plurality of components [Balsamo, flow probe, 
0033]. 
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17. As per claim 17, Balsamo-Bullard disclose a component parameter relationship 
dependency tree formed from the extracted configuration parameters [Bullard, filtering, 
0037]; and an impact analyzer for analyzing the effect of making a configuration change 
to the configuration of a particular component of the plurality of components by 
traversing the component parameter relationship dependency tree [Bullard, analysis, col 
10 lines 43-53]. 

18. As per claim 18, Balsamo-Bullard disclose a change manager for effecting a 
change to a configuration parameter [Balsamo, Node Manager, 0054]. 

1 9. As per claim 20, Balsamo-Bullard disclose the configuration policy is expressed 
in a set of global (i.e.: internet) parameter definitions and document type definitions 
[Balsamo, the rules file defines a mapping, 0066]. 

20. As per claim 21 Balsamo-Bullard disclose validation services, wherein the 
validation services perform at least one of: managing the configuration parameters of 
the configuration of the plurality of components ; advising an administrator about the 
configuration parameters of the confirmation of the plurality of components ; 
alerting an administrator about the configuration parameters of the confirmation of the 
plurality of components ; and acquiescing to the modification of the configuration 
parameters of the confirmation of the plurality of components [see rejection claim 3]. 
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21 . As per claim 22, Balsamo-Bullard disclose a browsing service providing a user 
interface management console [Balsamo, Node Manager, 0054]. 

22. As per claim 23, Balsamo-Bullard disclose a management configuration module 
for registering new components [Balsamo, registry, 0054,0059]. 

23. As per claim 25, Balsamo-Bullard disclose at least one of the plurality of 
components corresponds to at least one of a Web server, an Internet application server 
and a database server [Bullard, Fig 1]. 

24. Claims 26-37 contain the similar limitations set forth in claims 14-25. Thus, 
claims 26-37 are rejected for the same rationale set forth in claims 14-25. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-5,7-11,14-37,39-49 are rejected under 35 U.S.C. 103 as being 
unpatentable over Balsamo et al [2002/0099806 A1] in view of Bullard et al [Bullard 
6,405,251 B1] and further in view of Stolorz et al [Stolorz 2003/0065762 A1]. 
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25. As per claim 19, Balsamo-Bullard disclose the extracted configuration 
parameters [Bullard, filtering, 0037]. However Balsamo-Bullard does not explicitly detail 
a set of one or more XML documents comprising the extracted configuration 
parameters. 

In the same endeavor, Stolorz discloses a policy database and monitoring 
mechanism [Stolorz 0083] with dynamic probe [Stolorz 0098] using XML [Stolorz 0129] 

Therefore it would have been obvious to an ordinary skill in the art at the time the 
invention was made to incorporate the XML document with the extracted configuration 
parameters as taught by Stolorz into the Balsamo-Bullard's apparatus in order to utilize 
the dynamic probe. Doing so would provide a means to distribute network traffic 
according to a configurable set of rules [Stolorz, 0008] 

26. As per claim 24 Balsamo-Bullard-Stolorz disclose a management configuration 
module capable of receiving XML documents which describe the configuration 
parameters of the configuration of a particular component, when the configuration of the 
particular component is changed [Stolorz, XML, 0129]. 

27. As per claim 49, Balsamo-Bullard disclose A computer-readable storage medium 
holding code which, when executed, performs the method according to any one of 
claims 7, 8, 9, 1 0, 1 1 , 26, 27, 28, 29, 30, 31 , 32, 33, 34, 35, 36, 37, 39, 40, 41 , 42, 43, 
44, 45, 46, and 48 [see rejection above]. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to examiner Thong Vu, whose telephone number is (571)-272-3904. 
The examiner can normally be reached on Monday-Thursday from 6:00AM- 3:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell, can be reached at (571) 272-3868. The fax number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval IPAIRI system. Status information for published applications 
may be obtained from either Private PMR or Public PMR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Thong Vu 
Primary Examiner 
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